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QUICK SHEET: HOW TO CREATE AND INSERT A DIGITAL ID SIGNATURE

1. Open the form into which the digital ID signature needs to be inserted.

2. Signature fields are marked with a flag ( =), Click into the applicable signature field where you wish
to sign. (If you have already created/saved a digital ID, skip to step #7 for instructions on how to insert

it.)

CREATING A NEW DIGITAL ID:

Depending on the version of Adobe on your computer:

3. [finserting a digital ID signature for the first time,
the Add Digital ID screen will appear.
Select the radio button next to “A new digital ID |
want to create now” and click “Next.”

Add Digital ID

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital 1D is sent to others so that they can verify your signature. Add or create a digital ID using:

O My existing digital ID from:
Afile
A roaming digital ID accessed viaa server

A device connected to this computer

(® A new digital ID | want to create now

Cancel < Back Next »

4. Select the radio button next to “new PKCS#12
digital ID file” and click “Next.”

Add Digital ID

Where would you like to

your self-signed digital ID?

@ New PKCS#12 digital ID file

ected digital ID file that uses the standard PKCS#12 format.
This common digita ‘armat is supported by most security software applications,
including major web browsers. PKCS#13 files have a pf or p12 file extension,

O Windows Certificate Store

ur n the Windows Certificate Store where it will also be available
to othe pp ns. The digital ID will be protected by your Windows login.

If inserting a digital ID signature for the first time,
the Sign with a Digital ID screen will appear. Select
the “Configure New Digital ID” button.

( Configure New Digital ID )

Select the radio button next to “Create a Digital ID”
and click “Continue.”

o @ Create a new Digital ID
Q  Create your self-signed Digital ID

Cancel Continue

Select the radio button next to “Save to File” and click
the “Continue” button.

0o @[E,'] Save to File

Save the Digital ID to a file in your computer

Save to Windows Certificate Store

l @[E) Save the Digital ID to Windows Certificate Store to
be shared with other applications
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5. Enter your identifying information, including FULL Name, Organizational Unit, Organizational Name,
and Email Address. Click “Next” or “Continue,” as applicable.

Add Digital ID

Enter your identity information to be used when generating the self-signed certificate.

Narme (e.g. John Smith): ||

Organizational Unit: |

Qrgenization Name: |

Email Address: |

Country/Region: | US - UNITED STATES v

Key Algorithm: | 1024-bit RSA v

Use digitel ID for: | Digitel Signatures and Data Encryption v
Cancel

< Back

Name
Organizational Unit
Organization Name

Email Address

Country/Region US - UNITED STATES N7
Key Algorithm 2048-bit RSA .
Use Digital ID for Digital Signatures v

Assign a password for your digital ID signature and click “Finish” or “Save,” as applicable. (Be sure to

retain this password for future use, as you will be required to enter it each time you wish to digitally sign

a form.)

Add Digital ID

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change optiens for this
file using the Security Settings dialog.

File Name:

(C:\Users\RikkiD\AppData\Roaming\Adobe\Acrobat\ DC\Security'RikkiNic Browse...

Password:
I
I o

Confirm Password:

Cancel

< Back

Apply a password to protect the Digital ID:

Confirm the password:



INSERTING A SAVED DIGITAL ID:

7. On the Sign Document screen, the digital ID that
you saved will automatically populate into the
“Sign As” and “Appearance” fields. Simply enter
the password that you assigned for your digital

ID and click “Sign.”

Sign Document

Sign As:

Issued by: Rikki Nicole David

Appearance:

Rikki Micole David (Rikki Micole Dawid) 202¢ -

More Details

Standard Text B

. . . Digitally signed by
Rikki Nicole rikki Nicole David

David

Date: 2019.10.30
12:09:39 -05'00°

Click Review to see if document content

may affect signing

Review...

Enter certificate password and click the "Sign’ button

\"7

Cancel

8. The Save As Screen appears.

a.

C.

Select a location to which you wish to

save the form on your computer, such
as your Desktop. DO NOT save the file

to the F:\Apps\HR Forms - Digital ID
Signatures folder, as this is the folder
for the MASTER forms only.
Assign a new File Name for the form.
(In the example to the right,

Recruitment and Selection for Vacancy

Form with RND signature)
Click the “Save” button.

pod

saved. Click “Continue.”

Sign with a Digital ID

Choose the Digital ID that you want to use for signing

°

Rikki Nicole David (Digital ID file)
Issued by: Rikki Nicole David, Expires: 2025.06.10
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On the Sign with a Digital ID screen, select the radio
button next to the Digital ID file that you previously

View Details

@ (Com’wgurp New Digital ID ) ( Cancel )

ID and click “Sign.”

Sign as "Rikki Nicole David"

Appearance = Standard Text v

David

Review document content that may affect signing

= SaveAs
1 » ThisPC » Windows (Cj) » Users » RikkiD » Desktop
Organize v Newfolder
Sam Requemere *  Name

[ This PC Washingten

I Desktop €3 Helpdesk

3 Downloads 7 PERSOMMEL - Shortcut

"L Recruitment and Selection for Vacancy Form

D Music

&= Pictures

[£] RikkiD

B Videos

i Windows (C) o ¢

Enter the password that you assigned for your digital

X

B e i B Digitally signed by
Rikki Nicole rikki Nicole David
Date: 2020.06.10
14:15:18 -05'00"

View Certificate Details

v & | Search Desktop £

Date modified Type Siz

File folder
Internet Shortcut

M Shortcut

Adobe Acrobat D...

St M Recruitment and Selection for Vacancy Form with RND signaturel

Save as type: | Adobe PDF Files (*.pdf)

~ Hide Folders

Save Cancel
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9. Your electronic signature will now populate in the Signature field as follows:
. . . : Digitally signed by Rikki Micole David
Rikki Nicole David Date: 2020.01.27 10:12:48 -06'00"

10. Click the X button in the top right hand corner to close the form.

11. Locate the form into which you saved your digital ID signature on your computer and email it as an
attachment to the next person from whom an approval is required. Use the same email chain and cc:
those individuals that have already inserted their digital ID signatures, so that all parties involved are
aware of the routing status of the form. Once fully executed, email the form as an attachment to Human
Resources for processing.

Once electronically signhed by: Route to:

Supervisor/Division Head 2> Assistant Secretary

Assistant Secretary > Undersecretary, with cc: to Supervisor/Division Head

Undersecretary > Secretary, with cc: to Supervisor/Division Head and
Assistant Secretary

Secretary > _DNR-HumanResources@la.gov

with cc: to Supervisor/Division Head, Assistant Secretary, and
Undersecretary

NOTE: If you wish to remove your signature for any reason from a form after it has been inserted, simply
right click on your digital ID signature, select “Clear Signature,” and save the form.



